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1
Decision/action requested

Approve the changes in clause 6.6.5 for inclusion in the living document: draftCR to TS 33.503
2
References

N/A
3
Rationale

This contribution aims to specify the security protection of DCR message in the scenario of 5G ProSe UE-to-UE Relay Communication with integrated Discovery.
4
Detailed proposal

**** Start of Changes****

6.6.5
Security for 5G ProSe UE-to-UE Relay Communication with integrated Discovery


6.6.5.x
Priacy protection of Direct Communication Request
The 5G ProSe UE-to-UE Relay Communication with integrated Discovery is specified in clause 6.7.3 of TS 23.304 [2], allowing to discover UEs using the Direct Communication Request, instead of processing standalone discovery procedure (i.e. discovery over PC5 using either model A or model B). 
In the scenario of 5G ProSe UE-to-UE Relay Communication with integrated Discovery, secure PC5 link can be established using either the security procedures with network assistance as specified in 6.6.3.1 or security procedures without network assistance as specified in 6.6.3.2. 
The Direct Communication Request is sent unprotected if the security procedures without network assistance is used to establish the PC5 link. Otherwise, if the security procedures with network assistance is used to establish the PC5 link, the Direct Communication Request is protected using the security mechanism specified in clause 6.3.5.
NOTE: In order to protect the DCR, the UEs still need to perform the Discovery Key Request procedures to get the code-receiving security parameters and code-sending security parameters as specified in clause 6.1.3.2.2, even if the standalone discovery procedures are not executed in the integrated discovery scenario.
**** End of Changes****
